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YOOBHO MPAKTUHHO AKTYANBHO
be3onacHocTh B HOBBIX peajausx. Yrto TOBOPSAT 3KCIIEPTHI
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Bcenpimka KOpOHABUPYCHOM MH(EKIMH U3MEHIWIA IPUBBIYHYIO KU3Hb. Bonpocsl
0€30MaCHOCTH BBIILIN HA NMEePBbIH MJIAH NPAKTH4YEeCKH BO Beex cdepax Hameil
JKM3HU: HU(POBasi U coUATIbLHAsE 0€30IACHOCTD, H€30MacHoe )KUJIbe U
o0mecTBeHHbIe MpocTpancTBa. He cTajia ncKk/Il04eHHeM U CTPOMTEIbHAsA 0TPACb.
Jasi mpogoskeHHsl eATEJBLHOCTH B IEPHOJ PACIPOCTPAHEHMs KOPOHABHpYcCa
KOMIIAHUSAIM NPHILIOCH aaNTHPOBaTh padoTy noa HoBble TpeOoBaHus. Ilepexon Ha
yIaJleHHYI0 paldoTy U BBeJdeHHe CAHUTAPHO-3MHUAEMHOJOTHYECKUX MeponpusATHI
NOCTABHJIN HOBbIE BBI3OBBI.

B craTbe, noaroroBiaeHHoii cnenuanucramu 100+ Forum Russia, paccMoTpeHo, 4To
3HAYUT Oe30macHasi padoTa M *KN3Hb B HOBBIX YCJI0OBHSX.

KcraTu, onnaiin-koHdepeHunio o 6e3onacHocT ropoaa u ero :kuresei 100+ Forum
Russia nposener coBmectHo ¢ PBK Kondepenuun 21 mas B 15:00 (Bpems
MOCKOBCKOe€). B KOHIIe cTaThbU NPUBEJEHA CCHIIKA HA PErHCTPALMIO.

AHaTUTHYECKAA CIyxK0a

Bcenbimka kopoHaBUpYyCHON MH(EKIIMU W3MEHUJIA MPUBBIYHYIO KU3Hb. BOMpPOCH
0e30MacHOCTH BBIILIM Ha MEPBbIM IUIaH MPaKTUYECKH BO BceX cdepax Hallell >KU3HU:
mudpoBas W colMambHas 0Oe30MacHOCTh, 0€30MacHOE JKWIbe M OOIIEeCTBEHHBIE
npoctpaHcTBa. He crana UCKIIOUEHHEM U CTPOUTENIbHAS OTPACIb.

Jlis mpoJoJKEHUsT ACSTENIbHOCTH B TEPUOJ PACIPOCTPAHEHHUsT KOPOHaBHpYyca
KOMIIAHUAM TPHUILIOCh aganTHpOBaTh paboTy moa HoBble TpeOoBanus. [lepexon Ha
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YOOBHO [MPAKTUHHO AKTYAJIbHO

yAaJeHHYI0 paboTy © BBEICHUE CAHUTAPHO-IMUIACMHUOJIOTUYECKAX MEPOTIPUITHN
[IOCTaBWJIM HOBBIE BBI30BBEI.

Exeromno na 100+ Forum Russia Teme 0e30macHOCTH yAeasSeTCs 0co0oe
BHUMaHHe. B  JemoBoil  mporpamMme  3alUTAaHUPOBAHBI  CEKIMH, IOCBSIIICHHBIC
0€30MMacHOCTH BO BCEX €€ BUIAX: CTPOMTENbHAs, U(pOBas, MmokapHas, oOIICCTBEHHA,
conuaibHasl.

Paszbupaemcs BMecTe ¢ akcriepramu u cnukepamu 100+ Forum Russia, uto 3HaYuT
Oe3omacHas paboTa U )KU3Hb B HOBBIX YCIIOBUSX.

Hudposasi 6e30macHOCTH

HauGonbiias Harpyska mo obecredeHuto O€30MacHOCTH MPHU yAaleHHOW paboTe
nerna Ha I T-chepy. MHOTUM KOMIIaHUSIM MTOTPEOOBAIOCH PelIaTh MPOOIEMBI 1O 3alUTe
KOH(UIEHIIMANBHBIX TaHHbIX. Ha mepBblil M1aH BBIIUIM BOMIPOCH - KaK U30€kKaTh YTEUKU
uHGOpPMAIIMM W 3alIUTUTBCS OT BUPYCHBIX aTaK, KOTJa COTPYJAHHKU TPYASITCS B
«JIoMalrHeM» oguce.

PykoBoautens HampaBieHus HHGOpPMAIMOHHOM O6e3omacHocTH «PocTenekoMay Ha
Vpaiie ['puropuii AXyHOB paccKa3blBaeT, KaK MPEIOTBPATUTH OMACHOCTh YTEUYKHU
uH(GOPMAIMKA TIPU HACTPOUKE YIAJICHHOW paOOTHl CTPOUTEIBHBIX M JPYTHX KOMIIaHHI:
«Ecth  0o0mmii moOAXOJ, TPUMEHSEMBIM K OIICHKE PHCKOB HWH(OpMaIMOHHON
6e3omacHoctu. HeoOGXxoammo MpoMapKUpoBaTh BCE CBOM CEKPETHHIE JAaHHBIE, UYETKO
OYEPTHUTHh KPYT OTBETCTBCHHBIX 3a HUX, MOJ00paTh M BHEAPUTH PEIICHHUE IO KOHTPOIIO
yTEUeK JaHHBIX. Y JaJleHHas padoTa 3Ty JIOTUKY HE MEHSETY.

[Tpu MaccoBoM nepexojie COTPYIHUKOB Ha YJAICHHBIN JOCTYI CTapIIUi HAy4YHBIN
corpynuuk  Kaspersky ICS CERT Kupuan KpyrioB  pekoMeHIyeT IPOBEPUTH
CYIIECTBYIONTNE TIOJUTHUKA KOHTPOJS JOCTyNa W OTPAaHUYUTh €r0 B OTHOIICHHH TEX
JMAHHBIX, KOTOPBIE TIPEJICTABISAIOT 0CO0YI0 IeHHOCTh. C 3alIuTON OT aTak uepe3 KaHajbl
YAAJNEHHOTO JIOCTYNa CHUTyallusi HEMHOro cliokHee. «C OJHOW CTOPOHBI, HETPYIHO
3aIIATUTh CETh OT TIOMBITKH HEABTOPU30BAHHOTO TMOJKIIOUYCHHUS — JIOCTATOYHO
UCIIOJIb30BaTh HAJICKHYIO CUCTEMY ayTEHTHU(UKAIIMK ¥ aBTOpU3auH (IBYX()aKTOpHYIO,
C WUCHONB30BaHMEM Kpunrorpadpuueckux kimoued u mp.). C apyroi CTOPOHBI,
3alIUTHTHCS OT aTak 4Yepe3 CYMIECTBYIOIIEE JISTHTUMHOE MOJAKIIOYEHIE — BO MHOTO a3
CloXKHee. B 3ToM ciydae 3MOyMBINIUIGHHUK MPAKTHYECKH HEOTIUYHM OT JOBEPEHHOTO
nosib3oBarensi. KoHEYHO, CyIIECTBYIOT CHUCTEMBI BBISBICHUS aHOMAIbHOT'O IMOBEICHUS,
HO, CHCTeMa KOHTPOJS [OCTyNa H WPEIOTBPAICHUS YTEYEK JaHHBIX SIBISETCS
KpaeyroJIbHBIM KaMHEM 3aIllUThI», - MIOSCHSICT CICITUAIIHCT.

[Tpu paboTe COTPYTHUKOB C YEPTEIKAMHU, TPOCKTAMH M TUIAHUPOBKAMHU SKCIIEPT IO
uHpopmannonHor  6ezomacHoct  CKb  Kontyp UWrops Ilutepckux coBeTyer
NPHUJICPKUBATHCS TIPABWIIA: JUISI 3alIUTBl OT YTEYEK — OTKJIIOYUTh KOMIIBIOTEDP OT
WHTEPHETAa M OTPAaHUYHUTh JOCTYIl K ChEMHBIM yCTponcTBaM. Jlpyras BaxkHas mepa —
dbukcupoBaTh BpeMs JOCTyna M JCUCTBHS, KOTOPbIE COBEPIIACT COTPYAHHK C
uHpopmanueld Ha (ailyIOBBIX cepBepax W MPUKIATHBIX cucTemax. «CoBeTyeM JaBaTh
JOCTYTI COTPYJHHKAM K MX KOMITBIOTEpaM 4epe3 MUTI03bl YJaJIEHHOTo pabouero crosa
(RDSGW), kotopsle crnenuaibHbIM 00pa3oM HacTpoeHbl. CyTh HACTPONKH B TOM, UTOObI
nepefaBaTh TOJIBKO H300pakeHHe paboyero crosia, OTKIOYHTH Oydep obOmeHa u
BO3MOXXHOCTh HCITOJIB30BaTh IMOJKIIOYCHHBIE YCTpOHCTBA M mp. [Ipu Takux ycCIOBHUSAX
yIaJeHHOH paboThl PUCK KPYITHOMACIITAOHON YTEUKH UCUYE3aeTy.



Ge i nfo Y HhdopmaLMOHHbIA PECYPC ANA MHIKEHepoB-M3bicKaTenen

VIOBHO MPAKTU4HO AKTYATIbHO
be3onacHbie TOProBbie LEHTPbI, IAPKU U CKBEPHI

«bezonacHOCTh N1aBHO ABJIAETCA OJHUM N3 KIIOYEBBIX JJIEMEHTOB IIPH
IPOEKTUPOBAHUM OOILIECTBEHHBIX NPOCTpaHCTB B ExarepunOypre. Peub uaer He TOJIBKO
0 3alUTe OT OAHJIUTOB, HO U O KOM(OPTE C TOUKH 3pEHUs, HAPUMED, MEPEIBUKECHUS
JIOJEN», — CUUTAET YIEH MPAaBIEHUSA CBEPAJIOBCKOro oraeneHus Coro3a apXUTEKTOPOB
Poccun Muxaun Bsatkus. [1o ero MHeHMIO, TeKylas CUTyauus NPHUBENET K TOMY, 4TO
0J1aroyCTpONCTBY TeppUTOPUI OYJET YACHITHCS e1ile O0bIlle BHUMAHUS C TOUKU 3PECHUS
IrPpaslOCTPOUTENIBHOTO TUIAHUPOBAHMS.

OauH u3 NepBBIX LIArOB M0 BBIXOJMY M3 KApaHTHHA - pa3pelleHHE Ha IPOTYJIKH,
3aHATHS CIIOPTOM Ha CBEXXEM BO3JlyX€ U IOCEIIEHHE Mara3uHoB B TOPrOBBIX LIEHTpax. B
HayvaJjie Mas TJaBHbIM apxuTekTop MockBel 03Byuns B CMU npeanosnoxxenue o Tom, 4To
MHorue kpynssle TL[ MoryT moiTu mojg cHoc, a Ha UX MecTe OyayT MOCTPOEHBI Ipyrue
00BeKThl. M3MEHAT 1M apXUTEKTOPbl MOAXOABI K MPOEKTHUPOBAHUIO OOIIECTBEHHBIX
MECT, B KOTOPBIX YEJIOBEK JIOJKEH YYBCTBOBAaTh ceOs B OE30MACHOCTH, Mbl CIIPOCHUIIU
ynpasisomyo ToproBeiM  1eHtpoM MEI'A  ExarepunOypr Aiime AreksH: «C
OKOHYAaHMEM MAaHJEMHMHM Yy JIIOJEH OCTaHyTCsS OIaceHUs OTHOCUTEIIBHO CBOEH
0€30MacHOCTH, 3alUILEHHOCTH, 3/10pOBbs. Ellle MUHUMYM rofa Tpu OHM OyayT Ooiee
aKTyalbHbl, yeM npexjae. Ha mepBblil mimaH cHoBa BBIMAYT 0a30Bble MOTPEOHOCTH,
KOHIIEHTpAlUs Ha CBOMX OLIYIIECHHUSX M 3alUIIEHHOCTH, KOTOPBIE AAal0T OOIIECTBEHHbBIE
npoctpaHcTBa. K TakuMm mectaM OyIyT MpPeAbsBISATHCS IOBBILICHHBIE 3alIPOCHI B TOM,
KaK OHU 00€CIeYUBAIOT OLIYILIEHHE HAJIEAKHOTO YOSKUILAY.

ITo cmoBam Ailime AreksH, apXHTEKTOpaM IPUAECTCS NPUHUMAaTh BO BHUMAaHUE
HOBbIE TpeOOBaHMsI, YTOOBI «CO3/1aBaTh OILIYIIEHHE OOIIECTBEHHOIO MPOCTPAHCTBA Kak
YKPBITHS, IOMHUTB O COLIMATIBHON AUCTAHIIUH U JaBaTh BO3MOKHOCTh BBIOMPATH - OBITH C
JPYTUMH WJIH MUMETh BO3MOXKHOCTH B JIFOOOH MOMEHT YEIWHUTHCA, MOOBITH OJHOMY).
Takxke nymMaTe M O TOM, KaK B JM3ailH MHTETPUPOBATH MeECTa JJs CaHUTAU3EpOB,
o0e33apakuBaHUs U T.].

Bbe3onacHoe kuniibe

[ToBnmusier nu manaemuss Ha ¢opMmaTel Kuiabsi? [losBATCS M TMOBBIIICHHBIE
TpeOoBaHUs K KOM(MOPTHBIM IJITAHUPOBKAM — XOpolIash HHCOJSLMS B KBapTHpax,
YBEJIMUYEHHBIE JIOJKUU U OATTKOHBI JIJISl KIIPOTYJIOK» U mpouee?

PykoBoauTenb KoMuTeTa MO AHAIMTUKE POCCHMUCKOW TWIIBAWUA YHPABISIONIUX U
nesenornepoB (PI'Y]]) Muxaun XopbKOB CUMTAET, YTO paccykaas 00 M3MEHEHUU phIHKA
HEJBWKUMOCTH TOCJIE IMAHAEMHH, HAA0 pPA3JeisaTh KOPPEKTUPOBKY IPEANOYTECHHA M
peanpHblE BO3MOXXHOCTH JIIOACH. [[IuTenbHbIE KapaHTHHHBIE MEPBl MOTYT HW3MEHHUTH
BOCIIPUSITHE KUJIOTO M pabodero MmpocTpaHCTBa, cPOpMUPOBATH HOBBIC TPEOOBAHUS K
HuM. OHaKO HAIM KBapTHPBI U OPHUCHI CTAId KOMIIAKTHBIMH U TECHBIMH HE OT TOTO,
YTO 3TO BCEM HPaBUTCHI.

«Iloxymarenu ¥ KOMIIAHUM YaCTO HE MOTJIM MO3BOJUTH cebe Oosee KOM(POPTHBIX
ycnoBuit. O4eBHIHO, YTO B OJIMKaiIue roja-iBa Mokynarenau Oorade He craHyT. M Bce
pasroBopel O TOM, YTO PBIHOK 3aropoAHONW HEIBHKUMOCTH JKJIET OyM Ha (QoHe
KapaHTUHHBIX OrPaHWYEHUI, HUYEM HE OTIMYAIOTCS OT TOT0, YTO «OOJBIIMHCTBO
POCCHSIH XOTST KHUTh B COOCTBEHHOM JIOMe». XOTST, HO MPOJODKAIOT KUTh B TOPOE», -
nosicusieT Muxaun XopbkoB. [lo MHeHHIO crielMaiicTa, paMKu TpaHCHOpMalMKi phIHKA
HEABM)KMUMOCTU OyAyT omnpeaensitbcs (PUHAHCOBBIMU BO3MOKHOCTSIMHU TOKYyIaTelned u
€CIM OHMU OCTaHyTCS OIrPAHUYCHHBIMHU, TO OYEpeHAss ONTUMHU3ALUSA KUJIIOTO



Ge i nfo Y HhdopmaLMOHHbIA PECYPC ANA MHIKEHepoB-M3bicKaTenen

YOBHO MPAKTUYHO AKTYANbHO
MPOCTPAHCTBA 3aKOHYMUTCS PEKJIAMHBIM TMOCBIJIOM O TOM, YTO TJYNO HCIOJIb30BaTh
crajgpHio B 10 KB. M TOJIBKO JIJISl CHA, THEM OHA JOJDKHA OBITh pabOouYrM KaOWMHETOM JIJIst
yAaJIeHHOU paboThl. IHBIMU CJTIOBaMHU, U3MEHUTCS MPOABHIKEHUE, & HE CAMU KBAPTHUPBI.

Be3onacHoe Npou3BOACTBO: KAK COO/IIOAATH CONMATBHYIO IMCTAHIHUIO HA CTPOMKaX

Opranuzanust paboOTbl Ha CTPOUTEIBHBIX IUIOHIAJKaX Takxke MoTpedoBaia
OINPEJEIEHHBIX Mep O€30MacCHOCTU NPU MPOBENECHUU CTPOUTENBHBIX paboT. MuHcTpon
Poccun coBmectHo ¢ PocmorpebHamzopom  pazpabotanu  pekomenaanuu. Ha
CTPOUTENBHON IUIONIAIKE HEOOXOAMMO OpPTraHU30BaTh «BXOAHOW (GUIBTP» MO 3amepy
TEMIIEPaTyphl, JOMOJIHUTENbHbIE MecTa s 00paboTku pyk. Pasgensates Opuraisl BO
BpeMs pabodYero nporecca U codoaaTh JUCTAHIUIO OT 1,5 MeTpoB, n30eraTh MacCOBBIX
nepeBo3ok paboTHukoB. Oco0oe BHHUMaHUE YJENseTcsl MecTaM IMpueMa MHINUA: Ha
pabounx Mecrax o0eAaTh HENb3s, HEOOXOAUMO OPraHU30BaTh MOOYEPETHOE MOCEIICHHE
CYILIECTBYIOLIEH CTOJOBOW, a €CIM €€ HEeT, TO ONEPAaTHUBHO OpraHu30BaTh €€ Ha
CTPOUTENBHOM  IUIOIIAJKE U  O00ecleuuTh JIe3MHPEKTOpaMH, paKOBUHAMH U
AHTUOAKTEPUATLHBIMU CPEJICTBAMU JJISI MBIThS PYK.

PykoBomutens cayxObl oxpanbl Tpyaa HII «YmpaBineHue CTpoOUTENbCTBA
«AtomcTporikoMmIuieke» Anapein 1llapoB pacckaspiBaeT, Kak opraHu3oBaHa paboTa Ha
CTPOUTENBHBIX TUIOMIAJKAX KOMIIAHUU C Y4YeTOM OJTHX TpeOoBaHmil: «PaboTel Ha
OTKPBITOM BO3AyX€ (BBIEMKH KOTJIOBAHOB, APMHPOBAHHE M BCE COMYTCTBYIOIIHUE BUJbI
paboT) BenyTCs B Mackax M pecnuparopax, AMCTaHLUUS MeXAy pabouMMH HE MeHee
nosiyropa MeTpoB. Ecnu pabota B mOMeUIEHUH, TO TaM HAXOJUTCS OJUH COTPYIHUK,
KOTOpBIM BBIMIONHSET JaHHBIM Buj pabor. [lpuw >TOM moMeleHue MOCTOSHHO
IIPOBETPUBAIOT.

Omnmnaitn-koH(epeniuto o Oe3omnacHocTH Topojga u ero skureneir 100+ Forum

Russia nmposenet coBmectHO ¢ PBK Kondepeniuu 21 mas B 15:00 (BpeMsi MOCKOBCKOE).
B moBecTke BOMPOCHI O TOM, KakK Oy/AeT BBITJISAACTh OC30MacHbIi rOpoji, KaK COXPaHHUTh
oOmIecTBEHHYI0 0€30MacHOCTh 0e3 yIIeMJIEHUs! MpaB Ha CBOOOIY M KAaKUE TEXHOJOTUU
MIO3BOJISIT BBIBECTH 0€30MIACHOCTh HA HOBBIM Ka4eCTBEHHBIN YPOBEHB?

Jlns yuactust HeoOXOAMMa perucTpaius mo cebuike https://clc.to/100rbe

O meponpusaTHH

MexayHapoaabiii ctpoutenbhbiii popym100+ Forum Russia mpoxoaut B pamkax
100+ TechnoBuild — 3to MexmyHapomHblii GOopyM ¥ BBICTaBKa MPO(ECCHOHATBHON
HaIpaBJICHHOCTH, MOCBSIIEHHBIEC TPOEKTUPOBAHUIO, CTPOUTEILCTBY, ((MHAHCUPOBAHUIO U
AKCIUTyaTallid BBICOTHBIX M YHHUKAJIBHBIX COOPYKEHUH JI000TO Ha3HAYEHHUS, BOMPOCAM
apXUTEKTYpPbl, T'PalOCTPOUTENHCTBA, IHEPro3(PPEKTUBHOCTH, KOMPOPTHOU TOPOJCKON
cpenbl, 6maroyctpoiictBa. B 2020 rogy meponpusTHe IUIaHUPYETCs MpoBecTu ¢ 6 mo 8
OKTSIOps Tipu moziepkke MuncTpost Poccun, [IpaButensctBa CBEpAIOBCKOM 00acT U
AnmvuaHECTpanuu ropojaa ExkatepurOypra.

B nenoBoii nmporpamme ¢opyma 90 nemoBbIX MEPONPUATHI, B TOM YHUCIE MIECTh
dopymoB omnoro aHs. K yuacturo mpurnamarorcs Oonee 350 poccuiickux U
MEXTyHapOJHBIX CIIMKEPOB.

B 2019 rogy Ha meponpusarue 3apeructpupoBasniocs 10 757 yuyacTHukoB u3 33
cTpaH mupa, mpoBeaeHO 80 menoBbIX cekiui, BeICTymwiIn 336 cnukepoB, Bkirovas 40


https://clc.to/100rbc
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YIO0BHO MPAKTUYHO AKTYATIbHO
uHocTpaHHbIX. B BbicTaBke 100+ TexHomoruu A ropofoB HpHUHSUIM y4yacTue 122
skcnioHeHTa u3 10 ctpan, 11 pernonos u 18 ropogos Poccun.




